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Sr. Network Security Engineer
https://www.linkedin.com/in/masoom-ahmed
Networkmasoom@gmail.com
201 801 8327
Manhattan, NY  
EAD
ONLY C2C 
Ready to go onsite from day one anywhere in USA.
Professional Summary:
· Cisco Certified Network Engineer with 8 years of experience in the industry, which includes expertise in the areas of Routing, Switching, Firewall and Load Balancing.
· Expert level knowledge of troubleshooting, implementing, optimizing and testing of static and dynamic routing protocols such as EIGRP, OSPF, BGP, ability to interpret and resolve complex route table problems.
· Having a sound understanding of TCP/IP, Cisco, SD-WAN, Citrix (LB), Firewall, virtualization, multi-cloud
· technologies.
· Designed and implemented monitoring, configuration, and reporting functions that will make a hands-off environment
· Demonstrated the ability to effectively lead, motivate, and direct personnel with diverse skills, work styles, and values.
· Defined and documented best practices and support procedures
· Good Knowledge of Network Tools Cisco Prime Infrastructure, Wireshark, SolarWinds (NPM, NTA, IPAM, NTM, OLV etc), tcpdump.
· Possessing exceptional troubleshooting, analyzing, decision-making skills
· Implementation of traffic filters on Cisco routes using Standard, extended Access list.
· Expert Level Knowledge about TCP/IP and OSI models.
· In-depth expertise in the analysis, implementation, troubleshooting & documentation of LAN/WAN architecture and good experience on services.
· Cisco ASA Firewall troubleshooting and policy change requests for new IP segments that either come on line or that may have been altered during various planned network changes on the network.
· Extensive Knowledge on the implementation of Cisco ASA 5500 series and checkpoint R75 firewalls.
· Installed Palo Alto PA-3060 firewalls to protect Data Center and provided L3 support for routers/switches/firewalls.
· Hands-on experience in configuring Viptela devices and creating device and feature templates on manage required for SD-WAN implementation.
· Widespread knowledge of Routing, Switching, LAN/WAN, Intrusion Detection System and Prevention System (IDS and IPS), Firewall Management, IPSec and VPN Configuration, VoIP Management.
· Hands on experience working with Cisco Nexus 7K, 5K & 2K Switches.
· Comprehensive knowledge of wireless networking systems and protocols.
· Worked on NXOS, IOS, and IOS-XR BXB to N7K-NXOS (MPLS) system test.
· Experience in F5, Cisco ACE 4710 Load balancers, Aruba wireless access points and controllers.
· Experience deploying BIG-IP F5LTM Load Balancers for load balancing and traffic management of business application.
· Strong hands-on experience in installing, troubleshooting, configuring of Cisco 7200, 3800, 3600, 3400, 2800, 2600, 2500, 1900, 1941, 1921 and 1800 series Routers, Cisco Catalyst 6800, 6807, 6500, 4500, 3750, 2950, 2960 and 3500XL series switches.
· Design, build and integrate Cloud Computing/Contrail. OpenStack/OpenFlow is a virtualized network in Cisco and Juniper equipment.
· In-depth knowledge and hands-on experience on IP Addressing, Sub netting, VLSM, DNS, DHCP and ARP, reverse & proxy ARP, Ping Concepts.
· Knowledge of implementing and troubleshooting complex layer 2 technologies such as VLAN Trunks, VTP Ether channel, STP, RSTP and MST.
· Experience with Layer 2 and Layer 3 protocols like LDP, RSVP/ TE, QOS, COS L2 VPWS and VPLS, FRR.
· Responsible for network design, projects and support across the globally co-located data center networks.
· Experience on Virtual Private Network (VPN) for operating Network and Data Center
· Actively participated in upgrading fast Ethernet, Layer 3 switched/routed LAN infrastructure from Cisco 3640 to Cisco 2811 ISR routers and switches at access level to 2950, 3550.
· Experienced in Deploying Wireless Network Infrastructure and Wireless Survey Best Practices Advanced knowledge in TCP/IP suite and IPAM, routing protocols, such as OSPF, EIGRP, ISIS, and BGP.
· Advanced knowledge, design, installation, configuration, maintenance and administration of Juniper SRX Firewall, Juniper EX and Juniper MX devices.
· Solid knowledge and hands-on experience in configuring datacenter infrastructure with Cisco Nexus 5K and 7K series switches (5548, 7010) and Cisco Nexus Fabric Extenders (2232, 2248).
· Expert in configuring 802.1d STP and 802.1w rapid-spanning tree protocol (RSTP), Cisco per VLAN spanning Tree (PVST+) / Multiple Spanning-tree 802.1s, VLAN & Dynamic Trunking Protocol (VTP/ DTP) and 802.1x port-security on access layer switches.
· Good knowledge and experience in Installation, Configuration and Administration of Windows Servers 2000/2003, Active Directory, FTP, DNS, DHCP, TFTP, DMVPN, Linux OS under various LAN and WAN environments.
· Expertise with configuring TACACS+, RADIUS for AAA authentication, user authorization & accounting.
· Sound knowledge in implementation of standard, extended ACL’s on Cisco PIX 505, 515, ASA 55xx series, Juniper SRX firewalls.
· Solid understanding of physical & virtual security devices including Juniper SRX240, SRX220, SRX550, Fortinet FortiWAF, Microsoft Web Application Proxy.
· Hands-on experience with installing, configuring and managing IT infrastructure applications and services including Active directory site replication, DNS, DHCP, NAT, secure FTP, LDAP, SMTP.
· Worked on F5 and A10's GTMs to troubleshoot DNS issues and actively participated in A10 to F5 GTM migrations.
· Migrated legacy F5 LTM and GTM appliance to newer version appliances

Education:
· MS, Information Technology Administrative Security at New Jersey Institute of Technology, NJ
· B. Tech. Computers and Science Engineering

Certifications:
· CCNA, CCNP, CCIE EI (written), ITIL V4, PCNSE, Fortinet NSE (1,2,3,7) - 
· Microsoft Azure Fundamentals, Aviatrix - MCNA, Silver peak SD-WAN(SPSP) - 
· Intro to Cybersecurity (Cisco), NNSC (National Network Security championship - 

Technical Skills:
	Switching Technologies
	STP, RSTP, MSTP, FHRP (HSRP, VRRP, GLBP), Ether-channel, VTP, Vlans, Port Security, SPAN

	Routing Technologies
	RIP, EIGRP, OSPF, IS-IS, BGP, MPLS

	VPN Technologies
	L2TP/IPSec, VXLAN, GRE, DMVPN, BGP-EVPN, P2P, MPLS (L2&L3 VPN)

	Monitoring/Ticketing Tools
	SolarWind, Grafana, Splunk, Air-weave, Wireshark, Service Now, Fireeye (Web, Email), Bluecoat Proxy, Arch Sight, Forti token

	Cisco Router
	Cisco 2960, 1700, 1800, 2500, 3600, 2800, 3800 ,7200, ASR 1K, 9K Series, ISR 3945 spe 250,4451x,4431

	Switches
	Nex Series(9k,6k,5k,3K), 2950,3550,3560,1900,4500,3500

	Juniper Router
	MX240,480

	HPE Switch/Controller
	8320,8400,2930,5400,3810, 7240XM,7030,7010

	Citrix (LB)/SD-WAN
	NetScaler (11515), 5100, 3000

	Firewalls
	Palo Alto (5250, 5020), Fortinet, Sophos Red 20, Cisco Firepower 1k

	Server
	Windows (2012R2, 2016, 2019)

	Optical Transport
	DWDM / SONET



Professional Summary:
Employer: Cuboid IT Solutions

BNY Mellon, NYC NY	                                                                                                                     August 2023 – Till Date   
Sr. Network Engineer

Responsibilities:
· Primary responsibilities include but are not limited to implementation, optimization, troubleshooting and documentation of LAN/WAN networking systems. 
· Experience with palo alto and checkpoint firewalls with next-generation firewall features that include app id, threat id, URL filtering, user id, and SSL decryption. 
· Strong hands-on experience in installing, troubleshooting, and configuring Cisco 7200, 3800, 3600, 3400, 2800, 2600, 2500, 1900, 1941, 1921 and 1800 series Routers, Cisco Catalyst 6800, 6807, 6500, 4500, 3750, 2950, 2960 and 3500XL series switches.
· Experience with Azure cloud connectivity using express routes. Configured express routes and NSG in could security.
· Led the planning, design, and implementation of Forescout in an enterprise environment with over 10,000 endpoints, ensuring seamless integration with existing network infrastructure
· Configure network devices and monitoring tools to provide automated alerts for outages, events, specific thresholds.
· Deal with monitoring tools like (Solar Wind, CA Spectrum), network packet capture tools like Wire-shark
· Experience in Cloud computing-based storage services, applications, Security filtering and Mission critical needs, LAN/WAN design using SDN/NFV, OPENSTACK/VNF and Cisco Tail-F controllers.
· Experience with azure cloud security center, and cloud application security. azure AD for authentication to cloud apps using SAML
· Deployed and managed Internet/ Hybrid WAN branches using SD-WAN (VMware NSX), Driving IT efficiency with Automation and cloud management, Enabled the migration to cloud service and automation.
· Conducted comprehensive network assessments to identify security gaps and implemented Forescout solutions to enhance network visibility and security posture
· Functioning as an integral member of routing & switching SME team that oversees design, deployment and troubleshooting activities.
· Experience with Zscaler cloud proxies ZIA and ZPA. Worked on setting up tunnels to Zscaler Zens, zero trust network access.
· Implemented ServiceNow ITSM applications utilizing ITIL V3 benefits best practice processes, methods, testing, and training projects for multiple, diverse organizations.
· Experienced in WNMS (wireless network management system), OMCR, L3 Support and Troubleshooting for RAN Network.
· Deployed, implemented, configured and managed Cisco FWSM and ASA Firewalls, Cisco IDS/IPS, Cisco ISE, Wireless Controllers/APs and Cisco Meraki Cloud Wireless Security on high volume critical production environment.
· Experience with f5 and AVI networks for application load balancing.
· Functioning as an integral member of routing & switching SME team that oversees design, deployment and troubleshooting activities of BlackRock campus/branch offices, datacenters and clients across the globe. The primary routing protocols used are BGP and OSPF
· Experience with data center technologies that include spine leaf, cisco ACI, Arista cloud vision. Well versed with Nexus family switches to implement VPC and VDC
· Design expertise for the SD-WAN (Versa & Viptela), SD-LAN and WAN optimization technologies for efficient delivery of the application data across LAN and WAN.
· Experience with Versa SD WAN for remote site connectives over MPLS network, configuration of routing and application policies in SD WAN.
· Experience in Cisco Routing and Switching using 3600, 3700, 3800, 5300, 6500, 7200, 7600 Nexus 7k, Nexus 9K, & 5k, Nexus 2k& ASR 9000, 1000 series routers, Meraki products.
· Solid knowledge and hands-on experience in configuring datacenter infrastructure with Cisco Nexus 5K and 7K series switches (5548, 7010) and Cisco Nexus Fabric Extenders (2232, 2248).
· Experience with network segmentation using Illumio and palo alto firewalls for traffic filtering and applying policies on Illumio central manager. 
· Managed VPN, IPSec, endpoint security, status policy, Application control, IPS, Monitoring, Anti-Spam, Smart Provisioning. 
· Physically assembled Firewalls, IDS/IPS, and Nexus 7ks and assisted in Rack -n-stack within the Data Center.
· Provided redundancy in a multi homed Border Gateway Protocol (BGP) network by tunings AS-path. 
· Provided Load Balancing towards access layer from core layer using F5 Network Load Balancers.
· Migrated legacy F5 LTM and GTM appliance to newer version appliances.
· Configured F5 GTM solutions, which includes Wide IP, Pool Load Balancing Methods, probers and monitors.
· Involved in F5 BIG IP LTM administration, familiar with enterprise level traffic managers like 6800, 3600, 1600,3400 series. 
· Monitored the availability of the entire IDS platform in three network enclaves using Nagios to reduce downtime, detect security breaches, and spot problems before they occur.
· Created SD-WAN solutions that can combine cloud, security, and routing technologies also designed LAN to LAN of SD-WAN for continuous Reconfigured (HA) High Availability sites to client to use both circuits in a continual basis.
· Working knowledge on Server Monitoring Protocols/Software: SNMP Server, Net Disco, Net Brain.
· Suit tc server, web server, Application Director, license server, vPostgres, VMware vCloud Director 1.5,5.1.
· Implement, configure, maintain & troubleshoot Authentication, Authorization, Accounting (AAA) configurations (RADIUS / TACACS+) across the global infrastructure using Cisco Secure Access Control Server (ACS).
· Managed large-scale Forescout deployments, including the configuration and optimization of Forescout appliances and policies to support thousands of devices across multiple locations
· Migrated data center infrastructure from one central location to a remote location, primarily from Catalyst 6500 based DC to Nexus 7009 switches at core.
· Created VPC domain, design single sided/double sided VPC, VPC peer-keep alive, VPC peer-link, and VPC member ports between Nexus 7009 and Nexus 5500 series switches in datacenter.
· Configure and troubleshoot infrastructure services not limited to DHCP, DNS, LDAP, and SMTP.
· Good Experience in architecting and configuring secure cloud VPC using private and public networks through subnets in AWS
· Experience with AWS integration to on premise datacenter utilizing VPN.

John Hopkins Aramco Healthcare Ltd., Saudi Arabia 				      July 2020 – September 2022
Primary Role: Sr. Network Security Engineer

Responsibilities:
· Carried out a change management process to implement a variety of tasks such as decommissioning, commissioning, and adding servers, firewalls, and switches.
· Troubleshooting of complex LAN/WAN infrastructure that include routing protocols EIGRP, OSPF & BGP, MPLS
· Design, Deployment, Installation, Configuration, and Upgrading of the Cisco ISR routers, Catalyst and Nexus switches.
· Delivered training and mentorship to junior network engineers on Forescout best practices and troubleshooting procedures
· Developed and enforced network access control (NAC) policies using Forescout to ensure compliance with industry standards and regulatory requirements
· Implemented Cisco and Aruba Wireless Controllers, Aruba Wireless Access Points at corporate site as a part of WLAN Infrastructure. ead a SolarWinds, SD-WAN, Network enhancement project on our infrastructure, data centers and on multiple remote sites.
· Installing, testing SW agents on different Servers and increased dhcp, application, Grafana server performance by sizing necessary resources.
· Monitored network traffic and device behavior in real-time, using Forescout’s advanced analytics to detect and respond to security incidents promptly
· Configure and manage Quality of Service (QoS) policies, setting bandwidth to prioritize network traffic and ensure consistent performance for critical applications.
· Involved in design and implementation of Data Center Migration, worked on implementation strategies for the expansion of the MPLS VPN networks.
· Configured & administered NetFlow, backup, interfaces, threshold, polling etc, plus adding alerts definition, nodes, services enable, troubleshooting and management of SolarWinds, Grafana Application.
· Implemented automated backup and health monitoring procedures for critical network infrastructure components, including routers, switches, firewalls, IGW routers, and servers, preparing KPI report for IT infrastructure.
· Deploying and decommissioning of VLANs on core ASR 9K, Nexus 9K, 7K, 5K and its downstream devices and configure 2k, 3k, 7k series Routers. •
· Responsible for layer 2 securities which was implemented using a dedicated VLAN ID for all trunk ports, setting the user ports to non-trucking, deployed port security, when possible, for user ports.
· Experience with deploying PIM Sparse-mode/Dense-mode multicasting in Campus locations.

CPP Ltd., Saudi Arabia 								           January 2020 – June 2020
Project: Saudi Aramco North Gas Pipelines
Network Security Engineer 

Responsibilities: 
· Configuration of routing, policies, traffic routing (LAN, WAN) b/w sites, firewalls (Fortinet, Sophos, Palo alto), site-to site, remote client VPN.
· Establishing and maintaining user accounts, profiles, file sharing control, access privileges and security in AD level, network devices in clear pass (NAC).
· Performed Switching Technology Administration including VLANs, inter-VLAN Routing, STP, RSTP and Port
· Aggregation on Cisco catalyst devices and Aruba 8K.
· Performing standard network operations via ITIL standard with Incident Management and Change Management.
· Configured WAN links facing towards local, external n/w on Grafana tool, VPNs (GRE, DMVPN, IPSec, MPLS Layer 2 & 3 VPN, Valan).
· Provided Layer-3 redundancy by implementing HSRP and GLBP for High availability
· Configuring IP Networking: Security Settings, QoS, Routing Protocols (OSPF, ISIS, BGP), signaling protocols like RSVP, LDP etc.
· Worked on configuring policies in Illumio for east west and north bound traffic flows using tags.

ATS Pvt. Ltd, India 							         November 2015 – December 2019
Network Administrator 

Responsibilities: 
· Designed and implemented network topologies, configuring servers, routers, switches, and firewalls in accordance with SOP, resulting in a 40% reduction in network downtime and enhanced data security.
· Disabling all unused ports and putting them in unused VLAN plus Configured VLANS, Subnets, domains, dhcp pool, switches, syslog’s.
· Ensuring the migration of old network devices, servers with new ones without interrupting the business service.
· Integration of core network devices, servers, load-balancers, security appliance, WAN links, controllers etc. to the SW application.
· Collaborated closely with high level management for business growth and enhancement of network.
· Design, implement and administer Ipv4/Ipv6 enterprise network infrastructure utilizing.
· Responsible for troubleshooting and link management of the branches and follow-up with Service Providers, also 
· includes handling connectivity of new branches when included in the network.
· Trained new employees on how to bring up the ACI fabric and Basic configurations of Tenants/BDs/EPGs Networking and OOB Management configurations of Leaf/Spine Switches
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